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Abstract.

The Internet of Things (1oT) heralds a new era of disruptive technologies that
provide organizations with both benefits and challenges. However, organiza-
tional adoption of 10T is not yet widespread and greater understanding of the
phenomenon is required. This study examines the existing literature on the key
determinants (drivers, benefits, barriers, and challenges) that influence the adop-
tion of 10T by organizations. Therefore, this paper presents findings from a Sys-
tematic Literature Review (SLR) and concept matrix approach to identify these
loT adoption determinants at the organizational level. The key constructs of the
Unified Theory of Acceptance and Use of Technology (UTAUT) were examined
in relation to the determinants identified to understand applicability of this theory
in the 10T context. Future research will complement these findings through an
empirical investigation. Therefore, the overall aim of this research is 1) to gen-
erate a model that outlines the determinants influencing organizational loT
adoption and 2) to ascertain the applicability of UTAUT in understanding loT
adoption and to further enrich UTAUT by contextualizing its constructs to the
10T phenomenon.
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1 Introduction

The Internet of Things (l1oT) paradigm represents a nascent concept that heralds a
new era of disruptive technologies, enabling ubiquitous, unbounded connectivity of dif-
ferent types of devices and pervasive computing scenarios [12, 14]. It is the next revo-
lutionary concept in the transformation of the Internet into a fully integrated network,
enabling a harmonious interaction between societies, individuals, and smart things [29].
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10T is defined as a network of intelligent heterogeneous physical devices or objects that
contain embedded technology and are seamlessly interconnected [2, 43]. These devices
are augmented with sensing, computing, and communication capabilities, enabling
them to communicate and sense or interact with their internal states or external envi-
ronments [14]. They are connected to form a network, across which data can be trans-
ferred without human-to-computer or human-to-human interactions [71]. By leveraging
insights from the collective analyses of this data, organizations can solve real-world
problems and deliver reality-augmented services and functionalities that were not here-
tofore imagined [7, 53]. These functionalities have the potential of disrupting multiple
application areas across both the private and public sectors including supply chain man-
agement [49], manufacturing [30], healthcare [42], and traffic management in cities
[39]. This study focuses on l1oT from an end-to-end perspective where 10T can be con-
ceptualized as a complex ‘system of systems’ that is comprised of three high level lay-
ers. These include: a ‘Devices’ layer where objects are augmented with sensing and
data identification and capture technologies; a ‘Network’ layer across which data is
transferred to local processing technologies where it is collected, filtered, and aggre-
gated; and a ‘Data Storage and Analytics’ layer, where the data can be leveraged to
generate new analysis and insights that deliver business value [36].

10T is anticipated to have a greater impact than the Internet itself [63], as by 2020 it
is projected that the number of Internet-enabled connected devices will reach 50 billion
[23]. The economic impact of 10T has been forecast to have a total value of between
$3.9 and $11.1 trillion per year up to 2025 [41]. However, organizational adoption of
loT is far from being universal. In a 2014 survey of 1400 C-suite executives, 73% had
not made any concrete 10T investments, and only 7% had developed a comprehensive
loT strategy [1]. A 2015 survey of more than 200 IT and business leaders revealed that
42% were only starting to consider the potential impact of 10T on their business [69].
In a further 2016 survey of over 500 business executives, 90% of organizations re-
mained in the 10T planning or proof of concept stages, with only 20% expecting to
implement 10T solutions at scale by 2020 [11].

While it is anticipated that the momentum to adopt loT will rapidly grow due to
competitive pressures on organizations to transform [40], the lack of 10T adoption by
organizations to date may be partly explained by the fact that it is very different from
the adoption of other technologies [9]. This is because 10T requires the adoption of an
ensemble of hardware (e.g. sensors, 10T gateways, cloud infrastructure), software
(across the various 10T layers), and networking technologies that are supplied by mul-
tiple vendors. As a consequence, the 10T landscape reflects a rich variety of protocols,
technologies, and devices [51] that have different requirements, boundary conditions,
traffic characteristics, and involve multiple stakeholders [7, 21]. In addition, there is a
scarcity of studies in relation to the social, behavioral, economic, and managerial issues



associated with 10T, thereby hampering an organization’s ability to make informed de-
cisions about 10T adoption and use [40]. Given the assertion that 10T adoption is dif-
ferent from that of other technologies, it raises the question as to whether existing 1S
theories of technology adoption are sufficient to provide the basis for an effective un-
derstanding of the lIoT phenomenon. IS research acknowledges the need to investigate
“How will theories of IT adoption and diffusion develop to take account of 10T?” (see
call for papers for the Journal of Strategic Information Systems Special Issue on “IT
Governance on the Internet of Things”, October 2017 - https://www.journals.else-
vier.com/the-journal-of-strategic-information-systems/call-for-papers). Consequently,
the research question explored in this study is ‘what are the determinants that influence
the adoption of 10T by organizations’? This question is addressed in two sequential
phases. Phase 1 (discussed in this paper) identifies the current understanding in the
literature of the key determinants of loT adoption by undertaking a systematic literature
review of 10T adoption drivers, benefits, barriers, and challenges, and a content analysis
of the relevant literature. Through developing a concept matrix [76], the identified
themes are categorized within the constructs of the Unified Theory of Acceptance and
Use of Technology (UTAUT) [73]. Thus, this paper contributes through a systematic
analysis of the extant literature on 10T adoption through the lens of the UTAUT theory.
These findings allow reflecting on the current understanding of 10T adoption and rep-
resenting the foundation for future empirical research avenues. Hence, Phase 2 of this
study (discussed in a future paper) will complement these findings through an empirical
investigation. Therefore, the overall aim of this research is to 1) generate a model that
outlines the determinants influencing 10T adoption by organizations and 2) ascertain
the applicability of UTAUT in understanding loT adoption and to further enrich
UTAUT by contextualizing its constructs to the 10T phenomenon.

2 Theoretical Background

Research in the area of adoption, diffusion, and acceptance of technologies is ar-
gued to be a mature field in the IS literature [34, 44, 78]. Several theoretical frame-
works have been formulated across disciplines to study these phenomena. Venkatesh
et al, (2003) propose a “Unified Theory of Acceptance and Use of Technology”
(UTAUT) that integrates eight widely used theories: (1) Theory of Reasoned Action
[25], (2) Technology Acceptance Model (TAM) [19] and its extension [72], (3) Mo-
tivational Model [20], (4) Theory of Planned Behavior (TPB) [3], (5) Combined
TAM and TPB model [68], (6) Model of PC Utilization [70], (7) Diffusion of Inno-
vations Theory [55], and (8) Social Cognitive Theory [17]. For this study, UTAUT
was selected as the underpinning theoretical framework to map and interpret the de-
terminants of 10T adoption for the following reasons. Firstly, UTAUT synthesizes
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many alternative views on IS adoption in the literature and provides a common struc-
ture to harmonize the constructs of different theories, many of which were similar in
nature. More importantly, UTAUT addresses a fundamental limitation of the models
that underpin it, in that they are focused on “individual-oriented information tech-
nologies as opposed to more complex and sophisticated” [73, p.427] ones. 10T
clearly represents a complex and sophisticated technology that falls consistently
within the scope of UTAUT. Since its inception, UTAUT has been widely employed
as a theoretical lens for studies associated with individual and organizational IS
adoption and use, with reference made to a wide range of technologies, including
those that are more complex and specialized in nature. Examples of such sophisti-
cated technologies within organizations include biometrics authentication systems
[5], customer relationship management systems [48], e-government services [4],
electronic HRM [32], electronic medical record systems [15], electronic procure-
ment systems [62], and enterprise resource planning systems [35].

This paper considers the four constructs defined within UTAUT as determinants
of IS adoption: Performance Expectancy, Effort Expectancy, Social Influence, and
Facilitating Conditions [73]. An overview of these constructs is provided below, and
they are used in subsequent sections as the basis for theoretically framing the loT
adoption determinants systematically identified in the literature. Performance Ex-
pectancy is defined as the “degree to which an individual believes that using the
system will help him or her to attain gains in job performance” [73, p.447]. The
underlying assumption is that behaviors are influenced by the value outcomes antic-
ipated from using a technology. Effort Expectancy is the “degree of ease associated
with the use of the system” [73, p.450]. This construct infers that when institutional-
izing a new technology, behaviors are influenced by the degree of effort required to
process complex new stimuli. Social Influence is “the degree to which an individual
perceives that ‘important others’ believe he or she should use the new system” [73,
p. 451]. This implies that behaviors are influenced by how people believe others will
view them as a result of using a technology. Facilitating Conditions are described as
“the degree to which an individual believes that organizational and technical infra-
structure exists to support use of the system” [73, p.453]. The underlying position is
that aspects of the technological and organizational environment can lower the bar-
riers for using atechnology.

3 Systematic Literature Review (SLR): The Approach

In order to better understand the 10T phenomenon, the approach of this study in-
volved a concept-centric examination of drivers, benefits, barriers, and challenges to



loT adoption in organizations. These key determinants were identified through under-
standing the requirements for effectively conducting a literature review [50, 58] and
following a systematic literature review (SLR) approach [47], and were analyzed using
a concept matrix [76]. The SLR adhered to the 8 steps proposed by Okoli (2015) [47].
These included:

1) Purpose of the literature review: The authors sought to identify relevant themes
in the stream of research centered on the drivers, benefits, barriers, and challenges to
organizational loT adoption.

2) Protocol and training: A focused, systematic literature search was undertaken to
identify all drivers, benefits, barriers, and challenges to organizational 10T adoption.
Analysis of the identified literature was supported through the development of a con-
cept matrix [76], which provided a simple, visual diagrammatic representation of the
key determinants identified and their frequency, categorized according to the four
UTAUT constructs.

3) Searching for the literature: The requirement for an article to be considered for
analysis was the presence of the following terms within the paper title, abstract, or key-
words: ‘Internet of Things OR 10T” AND *“adoption OR drivers OR benefits OR barriers
OR challenges’. The literature collection sources were focused on the Association of
Information Systems “Basket of 8” and the “Business Source Complete” bibliographic
collection, and sought to identify scholarly peer reviewed articles published 2010 and
2017 included. The authors identified 253 papers.

4) Practical screen: Resulting from this step was a list of the literature to be consid-
ered for review. An initial screen of the title, abstract, and keywords of the 253 identi-
fied papers resulted in the exclusion of 207 papers due, for example, to language or a
focus on issues that did not illuminate specific adoption determinants. All remaining
papers were read to verify their relevance. In parallel, analysis of the references of those
initially selected papers was also undertaken. Consequently, 46 papers were systemat-
ically ordered and selected to achieve the SLR’s objective.

5) Quality appraisal: The 46 eligible papers were also evaluated in terms of quality.
Given the search focus for scholarly peer reviewed articles, no quality-related issues
were found.

6) Data extraction: Within each of the shortlisted papers the relevant material to an-
swer the review question was isolated, and all drivers, benefits, barriers, and challenges
to loT adoption were extracted. Hence, this step provided a list of all relevant concepts
to synthesize the study.

7) Synthesis of studies: A content analysis of the material extracted from the litera-
ture was undertaken to establish the most common concepts. The authors created a
high-level categorization comprising the four constructs of UTAUT, according to
which the drivers, benefits, barriers, and challenges were classified based on their fit
according to the UTAUT constructs (Table 1). The authors followed the concept matrix
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method [76] - the matrix rows provide the paper references from which the concepts
were extracted, while frequency of occurrence of a particular theme is indicated by the
number of *Xs” in the table columns.

8) Writing the review: The final step involved a write up of the review. In the next
section, the identified determinants are described based on their categorization within
the UTAUT constructs.

4 SLR: Key Findings from the Literature

This section provides the key literature findings in relation to organizational 10T
adoption that were identified through the SLR. These are discussed separately below
for each of the UTAUT constructs.

Performance Expectancy: As outlined in Table 1, six of the twelve determinants
identified were found to be related to Performance Expectancy. These primarily
emerged as the expected benefits and usefulness of 10T for organizations. A descrip-
tion and discussion of each item is providedbelow.

Improved integration and connectivity potential: With the advent of 10T, net-
worked connections have become more valuable. Through technologies embedded
in sensor and actuator networks, 10T has the potential to enable the constant and
ubiquitous connectivity of different devices [14, 22]. A key development trend is that
of 10T’s integration with existing network systems [79] and support for inter-organ-
izational integration [24].

Real-time data visibility and sharing: 10T is one of the key sources of big data
[12]. The connectivity of 10T devices enables the dynamic generation of vast vol-
umes of real-time or near real- time granular intelligence data [45, 63]. The practice
of ongoing sensing increases data richness to include details such as the status of
items or their surroundings, and gives rise to more “trusted” data that is difficult to
influence due to its continuous collection [26]. Sharing of this data across intercon-
nected devices improves situational awareness and provides opportunities for
smarter services [40] including connected marketing, and reality-augmented cus-
tomer services [14, 40].

Improved business analytics and decision-making: The embedding of business
analytic tools in 10T devices enables dynamic drill down, querying, and analysis of
intelligence data [10, 52], diagnostics and complex problem-solving [46, 54], and
enables real-time decision-making to take place at the data source [63, 77]. This often
occurs autonomously without human intervention [14]. The analytics enabled by loT
technologies provide actionable insights on the organization’s strengths and weak-
nesses [24], and enables it to react to events promptly [53].
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Table. 1. Concept matrix of 10T adoption drivers, benefits, barriers, challenges.
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Monitoring and control: loT-enabled data availability facilitates real or near real-
time performance monitoring and tracking (e.g. of entire product lifecycles, supply
chain status, equipment performance, energy consumption) [14, 63]. Organizations
can leverage the benefits of remote control capabilities [22, 77] to, for example, en-
able timely reaction to critical parameter measurements [28] and implement simple
preventative maintenance concepts [52].

Enhanced organizational efficiencies: Operating efficiencies enabled by 10T can
result from improved systems and procedures [40], such as the use of proximity or
sensor triggers that can automatically initiate an activity [26]. loT-enabled redesign
and streamlining or automation of business processes can minimize the intervention
required by humans [26] or improve coordination between people, products, and pro-
cedures [24], and result in greater business agility [52, 77], and procedural innova-
tion [43]. Operating efficiencies can materialize in the form of improved transaction
speed and accuracy [43], reduced labor, transaction, and process failure costs [24,
53], reduced waste [10, 23], improved energy efficiency [77], and supply chain re-
sponsiveness [71].

Enhanced organizational productivity: Through the effective coordination of loT
devices, systems can be harnessed to increase organizational productivity [13, 61].
This includes, for example, improved value chain productivity across product design,
inventory management, manufacturing, logistics, and customer service [22, 43, 77].
Similarly, employee productivity can be enhanced, with the organization leveraging
its employees’ skills to their full potential [24, 40], and over time increasing the value
of intellectual capital [43].

Facilitating Conditions: With respect to Facilitating Conditions, four determi-
nants were identified from the literature (Table 1). Of these, lack of organizational
support and awareness refers to the availability of a specific person or group “for
assistance with system difficulties” as defined as part of the original construct [73,
p. 460]. The remaining four relate to internal and external constraints encompassing
resource facilitating conditions and technology facilitating conditions [3, 68, 73].

Lack of a unified interconnection standard: A unified, global interconnection
standard to support seamless integration across loT devices does not exist [67, 71].
This gives rise to the implementation complexities of fragmented solutions and in-
teroperability challenges for organizations [6, 81], and closed 10T ecosystems [23,
81], thereby reducing the value proposition for 10T investment [46, 71]. Several
standardization issues exist including those pertaining to data format, data inter-
faces, protocols, service platform, and architecture [10]. Establishing a universal
standard is challenged by the number of organizations and industry bodies with a
vested interest in the 10T ecosystem [67]. The potential exists for large vendors to
frustrate the path to standardization by developing closed proprietary 10T solutions
around their own products [13].
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Scalability concerns: The exponential growth of big data generated by connected
0T devices gives rise to considerable scalability and extensibility challenges [7],
increasing scalability requirements many orders of magnitude higher than currently
available on the Internet [23]. Confidence in the availability of a scalable, cost effi-
cient architecture to address the complexities of the 10T ‘data deluge’ is important in
ensuring faster uptake of 10T [10].

Data management challenges: Estimates suggest that 10T data generation will
grow from a present volume of 4 zettabytes to over 40 zettabytes in 2020 [77]. This
large-scale data is characterized by issues such as velocity, quality, redundancy, in-
consistency, incompleteness, and ambiguity [38, 53]. However, current data center
architecture is inadequate to cater for both the data volumes and its heterogeneous
nature [40]. In a reversal of trends, 10T is driving the need for distributed data center
management to improve data processing efficiency and response time [13]. To sup-
port effective organizational adoption, new algorithms and technologies are required
for data processing and storage [77]. Efficient representation schemes and indexing
methods are required to readily locate specific data items [10], as well as sophisti-
cated data mining tools to make sense of the data [61].

Lack of organizational support and awareness: 10T adoption in organizations is
impacted by a lack of senior management knowledge, commitment, and support, in-
adequate employee technological skills [24, 71], and inadequate awareness of secu-
rity and data privacy concerns [67]. Putting the organizational and institutional in-
frastructures in place to address the above is difficult due to the required social
change, and potential resistance to changes in day-to-day work practices [23].

Social Influence: Significant emphasis was found in the literature regarding the
role of Normative Pressure in influencing 10T adoption. In particular, this emerged
as concerns pertaining to privacy and security, both of which are currently challeng-
ing the complete implementation of l0T systems.

Security concerns: loT-specific security threats result from the proliferation of
embedded and connected devices and underlying network heterogeneity [59, 79].
Security attacks include, for example, identity fabrication, unauthorized access to
intellectual property, sabotage of critical infrastructure, and denial of service [31].
The implications of 10T specific security threats are often profound, offering cyber
criminals the opportunity to take control of physical devices in close proximity to
individuals [77]. Research highlights that there are several vulnerabilities inherent in
loT devices such as insecure web interfaces, software and firmware vulnerabilities,
privacy issues, and lack of transport encryption and authentication/authorization [2,
40]. Several vulnerabilities are also created by human actors in an 10T system, in-
cluding disgruntled employees [37].

Privacy concerns: The ubiquity of 10T devices gives rise to significant privacy
concerns, including for example, the challenge of uncontrolled data generation and
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diffusion, inadequate authentication, preservation of anonymity, and risks pertaining
to sensitive data [14, 33]. Akin to the concept of Orwellian surveillance, an issue of
considerable importance is unauthorized surveillance that results in large-scale data
collection without an individual’s consent, leading to individual tracking and behav-
ior inference [75]. Data ownership is also a concern [22], with questions arising in
terms of who owns the data in a system where multiple actors co-create and add
value [77]. Privacy concerns are exacerbated when data is outsourced to the cloud,
as a result of data transfer, storage, and processing across legislative boundaries, and
perceived loss of control with regards to data access by third parties [33].

Effort Expectancy: As outlined in Table 1, none of the 10T adoption determinants
uncovered through the SLR were found to be related to Effort Expectancy. Given
that this construct is concerned with the degree of effort required in using a new
technology, the authors argue that this may be an area currently overlooked in 1oT
adoption literature, particularly given the differences and complexities associated
with 10T compared to other technologies. In the next research phase, it is anticipated
that aspects such as required “learning to operate the system” [19, 56, 73] will
emerge as empirical data is gathered from organizations that have adopted IoT.

5 Conclusions and Future Research

This 10T adoption is different from that of other technologies in that it reflects adop-
tion of a complex “sys- tem of systems”, comprised of multiple hardware, software,
and networking technologies that are often faced with fragmentation and interoperabil-
ity challenges. To date, it is poorly understood by the IS research community. A paucity
of studies in this area is evident, as of the papers systematically reviewed throughout
this study’s SLR process, none of those pertaining to IoT adoption determinants were
published in journals of the AIS “basket of eight”. This paper, proposes an initial con-
tribution to the IS challenge outlined in the forthcoming Special Issue of the Journal of
Strategic Information Systems on the need to understand “How will theories of IT adop-
tion and diffusion develop to take account of the 10T?” The findings of this research
serve three purposes. Firstly, the paper elucidates the current understanding in the ex-
tant literature on the determinants for organizational adoption of 10T through undertak-
ing a SLR. It highlights that adoption may be influenced by the fact that 10T can im-
prove integration and connectivity, real-time data visibility, business analytics and de-
cision-making, to provide improved organizational efficiencies and productivity. How-
ever, the decision to adopt may also be influenced by a number of constraints, such as
lack of a unified interconnection standard, lack of internal awareness and support, cou-
pled with concerns around scalability, security, privacy, and data management. Sec-
ondly, by categorizing these determinants according to the four UTAUT constructs, the
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paper provides initial insights on the applicability of UTAUT in explaining organiza-
tional 10T adoption. In its current formulation, UTAUT appears a viable option for in-
vestigating 10T. All of the determinants identified through the SLR could be explained
by the Performance Expectancy, Social Influence, and Facilitating Conditions con-
structs of UTAUT. Interestingly, we did not uncover any determinants that could not
be explained by the existing UTAUT constructs, which provides further support for its
relevance in relation to explaining adoption of emerging and complex systems of tech-
nologies. Thirdly, Effort Expectancy did not underpin any determinant identified in the
current literature. We believe this represents an important gap and a research oppor-
tunity for IS scholars. Important questions in this way remain substantially unanswered
in the IS literature to date. For example: what is the learning curve to effectively adopt
and make full use of 10T? What skills are needed at the individual and organizational
level to effectively adopt and use 10T? The work presented in this paper will also serve
as the basis for an empirical investigation in the next phase of this study. A quantitative
research approach, in the form of an online survey [8], will be employed to gain greater
insights into this phenomenon, and to further investigate the relevance of the determi-
nants across different contexts. The survey will target individuals holding CIO, CTO,
or equivalent roles in organizations, as those individuals are regarded as most likely to
have the greatest knowledge of the organization’s 10T adoption efforts. The insights
gleaned from the data will produce an empirically validated model that outlines the key
determinants influencing 10T adoption in an organizational setting. The contribution
from this research will address the current paucity of studies, and thereby from a prac-
tical perspective, enable an organization to make more informed decisions regarding
10T adoption and use, and provide 10T solution providers with greater insights into the
key determinants to organizational adoption of 10T. From a theoretical perspective, in-
sights gained from the theoretical framework will enable a formal enrichment/extension
to UTAUT that contextualizes its constructs to 10T adoption determinants.
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